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It’s challenging to automatically
discover RL-based vulnerabilities [1]
that are both effective and diverse.

Hdea: We leverage the in-context learning and code-synthesis capabilities
of Large Language Models (LLMs) to automate reward design.

Approach: Given environment descriptions, LLMs synthesize reward
functions [2] for . A preference-based reward learning
module filters out noisy LLMs-generated rewards to improve effectiveness.

Evaluation of Diversity Evaluation of Effectiveness

consistently achieves the highest
effective vulnerability rates across different
traffic environments.

consistently discovers a broader set of distinct vulnerability
types than VDARS across different traffic environments.

Highway 2 Adv. Highway 3 Adv.
: 6
6 :J‘g:;\[,'h Highway Left Highway Right Highway Rear
& o RVI D:(N RVI D3QN
5- AED (D3QN) 5 SAd 3 Adv. IAdy, _— _ 3Adv
= VDARS (VI}
vy 4 VDARS (RVI) wy 4 N w\ IS
@, . 2 o ~
é- VDARS (D3QN) ;)_ -
P > 8
f; -f‘. Cadoaml VY \ o M " I«m oMb (e s
) ) ) 0 \\
.. | o N pa e
6 ; 0 2Adv. 2 Adv. 2 Adv. 2Adv. 2Adv. 2Adv.
1 2 3 4 5 6 1 2 3 4 5 6 .
7 : i ; Roundabout Left Roundabout Right Roundahout Rear
# 1terations # terations RV DION RVI DION RV DION
3 Adv ,—,,\1 Adv 3 /\d\/ 3 A JAdv. _— 3 Adv
P
Roundabout 2 Adv. Roundabout 3 Adv. \ N e I
6- 6- / — / W0 o 10
vi [ :“ R \H.m,”.w‘,. v (PR L) v
5- { 4 3 Adv 2 \4\\ 3 Adv g ‘A’\d\ 3Adv | \ l % Jir\d\
g £ \ W / sy
i i o ./ ¥ /
w 4- @ \ -‘. 0 » 0
o Q
o o DION™—— /.m DION RV DIoN— R
= 3 >3- 2 Adv 2Adv. 2Adv. 2 Adv. 2 Ady. 2 Ady
¥* e VDARS Eurcka AED
4 r 2- E
L ; " et
1 /-'—‘—' ]- =
0- . ! ‘ ; 0- ; ; ‘
L 3 8 A B @ S O Key takeaways

# iterations # iterations

- We propose an LLMs-based framework that
uses reinforcement learning to

discover and vulnerabilities in
autonomous driving policies.

Qualitative examples of distinct vulnerability types discovered
by in the Highway environment.

2. It fails to anticipate the approaching

1.An Adv. vehicle drives alongside the tested
policy and prevents it changing lane to the left.

1. The tested vehicle initiates a

vehicle in that lane and causes a collision. right lane change.
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vehicle fails to
respond and causes
a rear-end collision.

2. Tt does not perceive the vehicle from
behind and sideswipes it.

1. The tested vehicle changes to the left lanc,’

2. Another Adv. vehicle
cuts in and brakes.

2. The tested vehicle initiates a lefl lanc change
despite insufficient space and causes a collision.
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2. When mering back, it misjudge a
gap and causes a collision.
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2. The tested vehicle misjudges the
space to the right and causes a collision.
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L. The tested vehicle attempts to
overtake two Adv. vehicles ahead.

1. The tested vehicle is boxed by Adv.
vehicles in front and on the right.

1. Two Adv. vehicles and one background
vehicle form a congested scene.
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